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ABSTRACT 

The University of the Philippines Los Baños (UPLB) aims to revamp its Vehicle Sticker 

Application system through the Office of the Vice Chancellor for Community Affairs and the 

Security and Safety Office. The existing online platform, developed hastily during the 

pandemic, has proven inefficient and user-unfriendly, leading to user dissatisfaction. 

Operating on outdated technology (CodeIgniter v3), the system faces security and 

functionality issues. This project proposes a redesign and technology update to enhance the 

application process, making it accessible, efficient, and secure. The new system will 

streamline the registration, payment, and appointment processes by transitioning to a modern 

technology stack, such as Laravel and FilamentPHP. It aims to provide a user-friendly 

interface, real-time tracking, and improved management functionalities. This initiative 

addresses current system inadequacies and aligns with UPLB's commitment to campus 

security and efficient traffic management.
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Chapter I 
 

INTRODUCTION 
 
 
A. Statement of the Problem 

 

The University of the Philippines Los Baños - Office of the Vice Chancellor for 

Community Affairs (UPLB-OVCCA), through the Security and Safety Office (SSO), has an 

existing application called the UPLB Vehicle Sticker Application. This project is an online 

system for processing applications for UPLB vehicle stickers. Due to the pandemic, the 

university had to transition from its traditional method of processing sticker applications to an 

online platform. Because the project was rushed and didn't have detailed plans, constituents 

applying for UPLB vehicle stickers found the process confusing. This resulted in several 

unpleasant responses, specifically regarding the registration, payment, and appointment 

processes, which are time-consuming and inefficient. In terms of development, the application 

operates on an old technology setup, particularly using CodeIgniter v3 [1], which might face 

problems like bugs and security issues. 

 

Therefore, the problem is to redesign and update the UPLB Vehicle Sticker Application, 

making sure it includes all the changes needed to be user-friendly, efficient, and secure.  

Specifically, the system should be able to: 

● Simplify the application process to make it more accessible to non-technical individuals 

● Streamline the registration, payment, and appointment processes to reduce 

processing time 

● Upgrade the application to a modern technology stack to improve security and 

eliminate potential bugs and issues 

● Enhance the overall user experience of the application. 

 

B. Background and Objectives of the Project 
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UPLB has introduced a vehicle sticker system to manage the traffic of vehicles around 

the campus. This system also adds an extra level of security, given the numerous vehicles 

entering and leaving through various entry points. Previously, the Single Sign-On (SSO) 

manually handled all applications from different UPLB members. However, it was only during 

the pandemic that they opted to use an online platform for sticker applications and related 

procedures. 

 

The previous system, the UPLB Vehicle Sticker Application, is an online platform that 

processes sticker applications for UPLB students, faculty, staff, alums, and other constituents 

who enter UPLB with their vehicles. However, this system posed several issues that made the 

users anxious and hesitant to use the application. Aside from this, the system runs on an 

outdated technology stack (CodeIgniter v3) that has potential security risks and may 

encounter bugs. This current system's registration, payment, and appointment processes are 

also not optimized, leading to inefficiencies and delays. 

 

Objectives: 

The project aims to upgrade the current system by designing and developing a vehicle 

sticker management system. Specifically, the project would like to achieve the following: 

● Update the system to a more modern technology stack that is secure and scalable to 

accommodate future updates and enhancements. 

● Reduce processing time and delays by automating and optimizing the sticker 

management process. 

● Provide a more intuitive and user-friendly interface for the online application process 

that minimizes confusion and streamlines the registration, payment, and appointment 

processes. 

● Provide real-time tracking, monitoring, and reporting functionalities to ensure 

transparency and accountability in the management of vehicle stickers. 
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C. Significance and Scope of the Project 

 

Significance: 

The significance of this project lies in its potential to improve the SSO's service in 

managing the processes that involve UPLB Sticker, from account registration to sticker 

application until issuance. With enhanced security, simplified process flow, and user-friendly 

UI, the development of the UPLB Vehicle Sticker Management System solves the frustrations 

and threats of the original system. 

 

As an MIS student, this project presents an excellent opportunity to apply theoretical 

concepts to real-world problems, gain practical experience in system development, and 

contribute to improving the UPLB community. 

 

Scope: 

This project includes designing, developing, and implementing the UPLB Vehicle 

Sticker Management System using modern technologies such as Laravel and FIlamentPHP. 

The system features account management, vehicle and sticker applications, application 

evaluation and approval, vehicle inspection, record violations, and sticker issuance control. It 

will also generate real-time reports needed by management. 

 

 
 
D. Documentation of Existence and Seriousness of the Problem 

 

The UPLB Vehicle Sticker Application has been in place for several years. Still, recent 

developments have highlighted several issues that must be addressed. The current system is 

a computer-aided mechanism that leads to inefficiencies, inaccuracies, and delays in the 

processing of vehicle sticker applications. Additionally, it lacks the necessary functionalities 



5 
 

for tracking and monitoring vehicle stickers' status. The current system does not provide the 

means to retrieve crucial information regarding sticker number assignment, sticker inventory, 

and vehicle information, leading to complications and increased security risks for the 

university. 

 

A review of the current UPLB Vehicle Sticker Application revealed the following issues: 

Confusing process flow 

The system involves multiple isolated steps, including account registration and 

payment verification. Applicants must pre-register using a Google Form provided by the SSO 

and wait at least two(2) to three(3) days before their accounts are uploaded into the system. 

Also, after paying for the sticker, the proof of payment must be emailed to the cashier. These 

steps confuse the users and lead to application processing delays, increasing staff workload. 

Appendix B shows the flow chart of the previous system. 

 

Inefficient Digital Workflow and Time-consuming Processes. 

Despite being computerized, the current process relies on a third-party application and 

involves additional actions. Applicants must create a Google Drive, upload their documents, 

and share the Google Drive link with the designated UPLB sticker email address. This 

additional workflow introduces complexities and prolongs the processing time, hindering the 

seamless issuance of stickers.  

In reference with the flow chart of the previous system, it will take days for an applicant 

to complete the process. Since the whole process is a combination of manual and online 

procedures,  only the online approval of the requests were able to be measured. The previous 

approval process took 18 days 5 hours and 52 minutes on average. Adding to this are the 

times spent in the verification process and releasing process. Without a doubt, the previous 

version of the system was time-consuming. 

Outdated Technology 
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The current UPLB Vehicle Sticker Application runs on an obsolete technology stack 

(CodeIgniter v3), which could encounter bugs and security issues. The application's codebase 

is challenging to maintain and update, which could lead to further delays and potential system 

downtime. 

Tracking and Monitoring difficulties 

The current system makes tracking and monitoring stickers' issuance, sticker 

inventory, and vehicle lists challenging. This could lead to potential security risks, such as 

fraudulent activities and inconsistent information. 
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Chapter II 
 

REVIEW OF EXISTING ALTERNATIVES 
 
 
Overview 

 UPLB’s vehicle sticker has validity; in the last period, it can only be used to access the 

campus for three(3) years, 2021 - 2023. Since the information on the vehicle and sticker 

application are in the same table, it would be challenging for the SSO to separate the last 

stickers for the new period. To solve this problem, an update to the data model could be done, 

but the SSO has no technical personnel to do this. Another way is to reset all sticker and 

vehicle information, meaning the last period data will be deleted. This approach could be done 

quickly, but the system will face the same problem.  

 This section explores the available alternatives and possible solutions to help SSO 

improve vehicle and sticker-related information processing and management. 

 

Vehicle Information System 

A Vehicle Information System (VIS)[2] is a software solution that manages vehicle-

related data, such as fuel consumption, maintenance schedules, and driver behavior. VIS 

optimizes vehicle operations, improves efficiency, and reduces operational costs. It provides 

real-time insights into vehicle performance, maintenance needs, and compliance 

requirements, benefiting various sectors such as transportation, logistics, and public services. 

Fleet Complete is a system for fleet managers that includes real-time GPS tracking, 

route optimization, maintenance scheduling, and driver performance monitoring. It helps 

streamline fleet operations, improve efficiency, and reduce costs. Fleet Complete also 

provides insights into vehicle utilization, fuel consumption, and maintenance requirements. Its 

user-friendly interface, customizable reporting tools, and advanced analytics make it a 

preferred choice for organizations seeking to optimize their vehicle management processes. 

 

Entrance Access Control System 
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An entrance access control system utilizing vehicle stickers is a widely used security 

measure by organizations and residential areas to manage access. Stickers are issued to 

authorized vehicles and attached to a visible part, like the windshield, allowing automated 

gates with sensors to identify and grant access. This system enhances security, controls 

traffic, and ensures safety by managing vehicle entry, reducing unauthorized access, and 

maintaining a secure environment. It also streamlines entry processes, alleviates congestion, 

and improves the user experience, offering better security, operational efficiency, and 

safety.[3] 

One of the most common applications of entrance access control systems using 

vehicle stickers is Automatic Vehicle Identification (AVI) systems. AVI systems utilize RFID 

(Radio Frequency Identification) technology to automatically identify vehicles with RFID tags 

or stickers as they approach entry points. These systems are widely used in various industries, 

including gated communities, corporate campuses, parking facilities, and toll roads, to 

facilitate efficient access control and vehicle management. AVI systems offer real-time vehicle 

movement monitoring, secure access control, and seamless integration with existing security 

infrastructure. Popular AVI system providers include Nedap, Sirit Technologies, and 

TransCore[4]. 

 

The Vehicle Sticker Management System (VSMS) of UPLB provides various benefits 

that other solutions do not offer.  

 

Comprehensive Management 

While Vehicle Information Systems (VIS) and Fleet Complete focus on managing 

vehicle-related data and fleet, VSMS concentrates on managing vehicle stickers and access 

control within the university premises. It is a dedicated solution for handling sticker 

applications, issuance, and access control, ensuring efficient management that caters to the 

university's needs [15].  

Customization and Integration 
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VSMS differs from Entrance Access Control Systems and Automatic Vehicle 

Identification (AVI) systems, which mostly deal with security and access control. VSMS offers 

customization options to adapt to the unique requirements of UPLB, ensuring seamless 

integration with existing systems and operational workflows. 

User-Centric Approach 

VSMS prioritizes the user experience of UPLB constituents. It provides an intuitive 

interface for applying for vehicle stickers online and managing access within the campus. 

While other systems may focus on broader fleet management or security functionalities, VSMS 

is tailored to meet the specific needs of students, faculty, and staff, providing a user-friendly 

solution that enhances overall satisfaction and convenience. 

Cost-Effectiveness 

Commercially available solutions such as Vehicle Information Systems, Fleet 

Complete, and Entrance Access Control Systems typically involve significant upfront costs, 

licensing fees, and ongoing subscription expenses. However, the UPLB Vehicle Sticker 

Management System (VSMS) can be developed and implemented to meet the university's 

budget constraints. With in-house development expertise and open-source technologies, 

VSMS offers a cost-effective solution that can be customized and scaled according to the 

university's financial resources, providing long-term savings and flexibility in budget allocation. 

 

 

 



10 
 

Chapter III 
 

PROJECT DETAILS 
 
 
A.    Overview 
  
Description of the Design 

The UPLB Vehicle Sticker Management System (VSMS) is a web-based system that 

computerizes the management of vehicle and sticker applications for the University of the 

Philippines Los Baños (UPLB) [5]. It is designed to replace the current system, which is 

outdated, inefficient, and not scalable. VSMS allows UPLB constituents to apply for vehicle 

stickers online, and the SSO uses the system to process and issue the stickers. 

UPLB VSMS was developed by incorporating various frameworks. The model-view-

controller (MVC)[6] pattern divides the application into three interconnected components. To 

implement this, the Laravel framework creates the application's scaffolding. 

The application was also created using the TALL stack,[7] a development stack comprising 

TailwindCSS for user interface, Alpine.js for interactivity, Livewire for real-time server-side 

interaction, and Laravel to handle the backend.  

The application can be accessed using a web browser from desktop computers, laptops, 

tablets, and smartphones.  
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Use Case Diagram 
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The VSMS use case diagram illustrates interactions between system actors and 

functionalities. 

Actors: 

1. Applicants: Represent individuals who want to apply for UPLB vehicle stickers. 

2. SSO Admin: This group represents SSO employees responsible for managing 

vehicles, processing sticker applications, scheduling appointments, and issuing 

stickers. 

3. Administrator: Represents users with administrative privileges who manage system 

settings, user accounts, sticker inventory, and access permissions. 

 

 

B.    Theoretical Framework 
 
Co-creation process model 

 

 

The Co-Creation process model is pivotal in fostering user-centric, innovative solutions 

through active stakeholder engagement.[10] This model thrives on the collaboration between 

end-users, management, and developers throughout the development journey, ensuring that 
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the final product closely aligns with its users' actual needs and expectations. This alignment 

boosts user satisfaction and significantly enhances the chances of successful system 

adoption. By promoting a shared sense of ownership and commitment among all involved 

parties, co-creation paves the way for continuous refinements and innovations, making the 

solutions more competitive and relevant. 

 

Pairing this model with the Kanban methodology, [11] a vital component of the Agile 

framework, further amplifies its effectiveness. Kanban emphasizes continuous delivery, 

collaboration, and adaptability through iterative progress. It utilizes a visual board to map the 

development process, aiding in smooth workflow management and quickly identifying 

bottlenecks. This collaboration between co-creation and Kanban promotes continuous 

improvements and quick reactions to evolving needs, ensuring the development process stays 

agile and effective. 

 

Technology Acceptance Model (TAM) 

The Technology Acceptance Model (TAM) is a theoretical framework that aims to 

understand the factors influencing adopting and using new technologies within organizations. 

[12] Fred Davis developed TAM in the 1980s, proposing that an individual's intention to use 

technology is mainly determined by perceived ease of use and usefulness. Perceived ease of 

use refers to the extent to which users believe that using the technology will be effortless and 

free of complexity. On the other hand, perceived usefulness relates to the belief that the 

technology will enhance job performance or productivity. TAM has been widely used in 

research and practice to gain insights into user attitudes and behaviors towards information 

systems. It guides the design and implementation process to enhance user acceptance and 

satisfaction. 
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Unified Modeling Language (UML) 

Unified Modeling Language (UML) [9] is a standardized modeling language used in 

software engineering to visualize, design, and document software systems. UML provides a 

set of graphical notations and symbols representing system architecture, components, 

interactions, and behaviors, making it easier for developers and stakeholders to communicate 

and understand complex systems. By using UML diagrams, such as use case diagrams, class 

diagrams, sequence diagrams, and activity diagrams, developers can visualize system 

requirements, design decisions, and implementation details in a clear and structured manner. 

 

C.    Technologies Used  

The UPLB VSMS was developed using various technologies to create a 

comprehensive and interactive web application. The primary programming language used in 

the development is PHP. To streamline the development process and ensure best practices, 

the developer utilized the Laravel framework. It is a popular and powerful framework that 

provides a robust foundation for web application building[13]. To kickstart the development, 

the developer used Filament PHP [14], a helpful tool for developing full-stack applications. 

Filament PHP is a tool that utilizes the TALL stack, including technologies such as Tailwind 

CSS, Alpine.js, Livewire, and Laravel. The database used to deploy UPLB VSMS is 

MariaDB[16]. However, since Laravel utilizes Object-Relational Mapping (ORM)[17], a 

database abstraction layer, the application can also support other database systems such as 

MySQL, PostgreSQL, SQLite, and SQL Server. UPLB VSMS runs on a Nginx server in a Linux 

operating system for the web server. Additionally, Redis is utilized to ensure efficient session 

handling. The UPLB VSMS delivered a high-performing and user-friendly web application by 

leveraging these technologies. 

A version control system, Git [18], was used for system update and maintenance. The 

developer created a private repository of the program files on Github, and during testing and 

deployment, the system was launched using a CI/CD tool called GoCD. 

D.  System Design 
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a. System Features 

VSMS List of features: 

1. Authentication and authorization 

The system allows users to register accounts and has a module for managing 

user roles and permissions. 

2. Online application of vehicle stickers 

Enables users to apply for vehicle stickers online, eliminating the need for 

physical forms. 

3. Processing of applications and verification of documents  

A module for UPLB SSO to process applications and check uploaded 

documents 

4. Management of Registered Vehicles 

Recording vehicle information such as plate number, brand and model, color, 

vehicle year, and owner. 

5. Issuance and assignment of vehicle sticker numbers 

Sticker numbers are automatically generated upon application completion to 

simplify the issuance process. 

6. Generation of appointment list and appointment information 

This feature allows the applicant to generate information about their 

appointment that will be used during sticker issuance. 

7. Sticker Inventory 

Maintain an inventory of available stickers and receive alerts when supplies are 

low. 

8. Vehicle Inspection 

Incorporate a feature for SSO Inspectors to verify vehicle condition and 

compliance during the sticker issuance. 

 

b. Database Design 
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Entity Relationship Diagram 

 

 

The diagram depicts the relationship between the entities in this UPLB VSMS 

application. The SSO (Security and Safety Office), the application's administrator, enters all 

configuration data for entities like the vehicle types, sticker categories, violations, inventory, 

roles, appointment schedules, and slots. With this setting, the master data for sticker 

management and processing will be created.  [9].  

 

In this ERD  

Entities 

1. Vehicle: Represents the registered vehicles in the system, storing information about 

each vehicle available for application. Attributes include vehicle_id, owner_id, 

plate_number, model_year, brand_model and color. 
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2. Applicant (User): Represents the users interacting with the application. Attributes 

include user_id, email, last_name, first_name, middel_name and contact information. 

3. Sticker Application: Represents the applications placed by the users. Attributes 

include id, applicant_id, sticker_category_id, vehicle_id, approver_id and status. 

4. Application Payment: This represents the uploaded proof of payment made by the 

users. Attributes include id, reference_number, payment_date, image of payment, and 

is_verified. 

5. Sticker Inventory: This represents the number of physical stickers recorded in the 

system. Attributes include id, sticker_category, and sticker_number. 

6. Sticker Assignment: Represents the sticker number assigned to a completed 

application. Attributes include id, application_id, and sticker_inventory_id.  

Relationships 

1. Has/owns: Represents the relationship between users and vehicles. It indicates that 

the user owns or registers a vehicle. This is a one-to-many relationship because a user 

can own one or more vehicles.  

2. Apply: Represents the relationship between users and sticker applications. It indicates 

that a customer applies for a vehicle sticker. This is a one-to-many relationship 

because a user can apply for one or more vehicle stickers. 

3. Assigned: Represents the relationship between sticker applications and sticker 

inventory. It indicates that a sticker application has been assigned a sticker number. 

This is a one-to-one relationship because a sticker application can only be assigned to 

a single number. 
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Class Diagram 

 

The class diagram for the Vehicle Sticker Management System (VSMS) depicts the 

essential components and their relationships within the system. It comprises classes 

representing key entities, their attributes, and methods. 

1. Vehicle: Represents the class for vehicles. It has a public attribute of vehicle_type, 

brand_model, plate_number, vehicle_year, color, and owner. Operation includes 

vehicle_types(), and sticker_application(). 

2. User: Represents the class for users. It has an attribute for email, password, 

last_name, first_name, middle_name, and contact information. Operations includes 

get_sticker_applications(), get_vehicles() and, get_payments(). 

3. Sticker Application: Represents the class for sticker applications. It has attributes 

such as sticker_category, vehicle, applicant, status, and approver. Operations includes 

sticker_category(), get_applicant(), and get_vehicle(). 
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Activity Diagram 

 

The activity diagram for the Vehicle Sticker Management System (VSMS) outlines the 

sequential steps involved in various operations within the system. It begins with the initiation 

of the system and progresses through critical activities such as: 

 

Authentication: The diagram depicts how customers interact with the system, including 

logging in or signing up for an account. 

Vehicle Registration: It illustrates activities related to registering or updating a vehicle. 

Applying for a Sticker: The diagram shows the instructions involved in the sticker application 

process, including filling out an application form and uploading the required documents. 

Process payment: This includes uploading proof of payment and verification. 

Appointment Scheduling: The diagram may also depict activities related to creating an 

appointment for sticker issuance. 

Vehicle Inspection and Issuance: Illustrates the process of inspection and issuance during 

the appointment time. 

 

The activity diagram visually represents the Vehicle Sticker Management System 

workflow from account registration to sticker issuance. It helps identify process dependencies, 

streamline operations, and ensure efficient system functionality. 

E. Implementation 
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In implementing the UPLB Vehicle Sticker Management System (VSMS), the Security 

and Safety Office (SSO) devised a strategy for scheduling access and efficiently processing 

sticker applications. UPLB employees (FACULTY, REPS, and ADMIN) were the first to access 

the application to register and apply for a vehicle sticker. User guides, process flowcharts, and 

sticker terms and conditions were prepared to guide the applicants using the application. 

During this period, the system only allowed access via Google email. Employees' account 

details were exported from the previous system and imported to UPLB VSMS. 

On the developer's side, the program files were shared with the UPLB Digital 

Information Center (UPLB DIC) via GitHub to prepare for deployment. It was deployed first 

using a test server for testing and verification and was scheduled to be publicly available on 

March 11, 2024. The application can be accessed via web browser at this address: 

http://sticker.uplb.edu.ph. Later on, the application was transferred to a pipeline to facilitate 

better system updates and maintenance. 

 

F. Resulting System 

1. Applicants Panel 
 

 

Sign-in page 

http://sticker.uplb.edu.ph/
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Dashboard 

 

List of registered vehicles 

 

View of a registered vehicle 



22 
 

 

List of sticker applications 

 

Step 1: Sticker application 

  

Step2: Sticker application 
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Step 3: Sticker application 

 

View of a sticker application 
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List of application payments 

 

Uploading of proof of payment 

 

Creating an appointment 
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Appointment list 

 

Appointment details 
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2. Admin Panel (SSO) 

 

Administration dashboard 

 

List of vehicles 
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List of sticker applications 

 
 

List of sticker applications 
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Chapter IV 
 

PROJECT ASSESSMENT 
 
 
A.    User Testing 
 

To gauge the usability and user satisfaction of UPLB VSMS, a System Usability Survey 

was given to 100 participants. The System Usability Scale (SUS) [20] was developed as a 

straightforward usability measurement tool. It comprises a ten-item scale that provides a 

comprehensive perspective on subjective usability evaluations. The list below shows the 

survey items: 

 

1. I think that I would like to use the system frequently. 

2. I found the system unnecessarily complex. 

3. I thought the system was easy to use. 

4. I think that I would need the support of a technical person to be able to use the system. 

5. I found the various functions in the system were well-integrated.  

6. I thought there was too much inconsistency in the system. 

7. I would imagine that most people would learn to use the system very quickly. 

8. I found the system very cumbersome to use. 

9. I felt very confident using the system. 

10. I needed to learn a lot of things before I could get going with the system. 

 

Below are the steps in deriving the usability score from each respondent: 

For odd-numbered items: subtract 1 from the response; 

For even-numbered items: subtract the response from 5; and 

Get the sum of the converted responses and multiply that total by 2.5. 
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The total usability score is derived by averaging the usability scores of the respondents. If this 

score exceeds the global mean of 68, the evaluated solution is deemed relatively usable [27]. 

Additionally, the SUS Adjective Scale, shown in Table 1, offers a means to interpret SUS 

scores [28]. 

Table 1 
The SUS Adjective Scale 

 
Usability Score Adjective 

0-25 
25-39 
39-52 
52-73 
73-85 
85-100 

Worst Imaginable 
Poor 
OK 
Good 
Excellent 
Best Imaginable 

 
 

 

Bug Reporting and Resolution Process 

During the beta phase of implementation, a bug reporting tool was integrated into the 

system via a Google Form. This allowed users to report any issues or bugs directly to the 

support team. Upon receiving bug reports, the developer meticulously investigated and 

attempted to replicate the reported errors within the staging (testing server) environment. This 

involved isolating the conditions that triggered the error and assessing its impact on system 

functionality. Once the error, bugs, or glitches have been identified, the developer makes 

necessary code modifications to address the issue. 

Following code modifications, testing was conducted within the staging environment to 

validate the effectiveness of bug fixes and ensure system stability.  

After successful testing, updated code changes were deployed to the production server. This 

involved a seamless transition of the tested and validated code from testing to production, 

ensuring minimal disruption to system operations. Post-deployment monitoring was conducted 

to verify system stability and functionality. 
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B.    Security Testing  
   
 

The UPLB VSMS was tested using Zed Attack Proxy (ZAP). ZAP is an open-source 

penetration testing tool maintained under the umbrella of The Software Security Project 

(SSP)[23]. It is designed specifically for testing web applications and is both flexible and 

extensible. Its results summarize four (4) medium-risk and eight low-level vulnerabilities. 

Medium risk includes the absence of a CSRF token, content security policy(CSP), hidden files, 

and missing anti-clickjacking header.  

 The application uses Livewire to handle form requests, and its documentation 

outlines[24] how its internal security is handled. This describes the usage of the "checksum," 

which ensures that the data between each request is not tampered with. 

However, it does not mention CSRF explicitly. Nonetheless, since each subsequent 

Livewire request is a POST request to the /livewire/message endpoint, it must be protected 

with a CSRF token.  Since Livewire uses normal Laravel routes, it will validate the token in the 

backend by default, ensuring all requests are protected. This means that when using any 

Livewire action, such as wire: click or wire: submit, the framework already handles it. 

 The next alert concerns setting the CSP header. A Content Security Policy[25] (CSP) 

is a security standard designed to add a layer of security to web applications. It allows 

developers to restrict which resources (such as JavaScript, CSS, Images, and others) can be 

loaded. To handle this risk, the developer coordinates with the UPLB DIC to assess what 

needs to be done. A strategy to do a security audit of the server was scheduled. However, 

since the UPLB VSMS is currently being used, the audit will done using the test server. 

 The discovered hidden files were included in the application's Laravel package, which 

helps the framework locate the necessary files for updating the dependencies. 
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Chapter V 
 

DISCUSSIONS 
 
 

I. Introduction 

This study aimed to update and enhance the existing system using a modern, secure, 

scalable technology stack. The objective was to reduce processing time and delays, improve 

user experience, and add real-time tracking and reporting features for transparency and 

accountability. The Co-creation model was employed to develop the application with 

collaborative input from stakeholders. The study meets current needs while laying the 

foundation for future updates and enhancements. 

 

II. Key Findings 

Implementation of Co-creation Model in the Design and Development of VSMS 

The co-creation process model plays a vital role in the collaboration and stakeholder 

engagement during the UPLB Vehicle Sticker Management System (VSMS) development. 

This approach fostered a dynamic environment where stakeholders actively participated in the 

design process, offering valuable insights and feedback. Consequently, the developer 

customized the application to meet the unique needs of UPLB, ensuring alignment with the 

campus's operational workflows and regulations. 

Moreover, the involvement of end-users in the co-creation process led to the adoption 

of a user-centric design approach for the VSMS. By prioritizing intuitive navigation, clear 

instructions, and simplified workflows, the system was tailored to enhance user experience. 

As a result, the VSMS boasted a user-friendly interface that minimized confusion and 

frustration, ultimately driving higher adoption rates and user satisfaction. 

Furthermore, the co-creation process cultivated a sense of ownership and buy-in 

towards the VSMS among the UPLB community. Stakeholders felt personally invested in the 

system's development, facilitating smoother implementation and adoption across the campus. 
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This increased acceptance and willingness to embrace the new application was pivotal in 

overcoming resistance to change and ensuring the successful integration of the VSMS. 

The iterative nature of the co-creation model also played a crucial role in the application 

development lifecycle. Continuous feedback and refinement were solicited from stakeholders 

at critical milestones, allowing the developer to address emerging challenges, incorporate new 

requirements, and adapt to evolving user needs. This iterative approach ensured that the final 

product was functional and closely aligned with stakeholders' expectations, resulting in a 

system that effectively met the needs of the UPLB community. 

 

The outcomes of the SUS analysis are depicted in Table 2. The collection of 100 

scores from the SUS provides significant insights into the perceived usability of VSMS. The 

mean SUS score of 71.65 shows that, on average, respondents held a moderately favorable 

view of the system's usability. This metric suggests a general sentiment of ease and 

effectiveness in system navigation. While the median SUS score of 70 serves as a pivotal 

point. Positioned at the midpoint of the dataset, it signifies a dichotomy in user experiences. 

While some users found the system highly intuitive, others encountered complexities or 

limitations that tempered their evaluations. This variability is further emphasized by the 

standard deviation of 22.69, indicating that the scores are dispersed around the mean. This 

means that while the average perception is positive, there are significant variations in 

individual opinions, with some users rating the usability higher and others lower. Amidst this 

diversity, a notable outlier emerges in the form of the mode SUS score, which stands at 100. 

This denotes a subgroup of users who experienced an exceptionally seamless and user-

friendly interaction with the system, presumably aligning perfectly with their needs and 

expectations. This variation holds significance for the developer to take into account during 

the design or enhancement of the subsequent iteration of VSMS, ensuring alignment with the 

requirements and anticipations of a broad range of users. 
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Table 2  
SUS score analysis 

 
SUS Score 

SUS score mean 
SUS score median 
SUS score mode 
SUS score standard deviation 

71.65 
70 
100 
22.69 
 

 
 

 

Modernizing UPLB VSMS using the TALL Stack and FilamentPHP 

In the quest to modernize the UPLB Vehicle Sticker Management System (VSMS), the 

adoption of FilamentPHP emerged as a pivotal strategy. Integrated seamlessly within the 

TALL stack framework, FilamentPHP played a critical role in enhancing development 

efficiency and management capabilities. 

FilamentPHP, a comprehensive toolkit for Laravel applications, streamlines 

development workflows with powerful admin panel functionalities. Its intuitive interface and 

pre-built components facilitate rapid development, enabling the developer to focus on core 

features and user experience enhancements. Moreover, FilamentPHP's modular architecture 

allows easy customization and extensibility, ensuring the VSMS can seamlessly evolve with 

future requirements. 

The utilization of the TALL stack, complemented by FilamentPHP, fostered a cohesive 

development environment where frontend and backend technologies harmonized effortlessly. 

Tailwind CSS facilitated the creation of sleek, responsive interfaces, while Alpine.js provided 

lightweight interactivity without sacrificing performance. Laravel was the robust backend 

foundation, ensuring security and scalability, while Livewire enriched user experiences with 

seamless server-side rendering. 

The VSMS has been deployed in an NGINX web server known for its outstanding 

performance, scalability, and robust security features. NGINX's event-driven architecture and 

efficient resource management ensured optimal performance even under heavy loads, 

providing a seamless user experience during peak periods. 
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Additionally, Redis[26] was employed for session handling, offering fast and reliable 

in-memory data storage—Redis's ability to store and retrieve data in milliseconds significantly 

improved application responsiveness, enhancing user satisfaction. Furthermore, Redis's 

persistence mechanisms and built-in replication ensured data durability and high availability, 

mitigating the risk of data loss or service disruptions. 

The integration of FilamentPHP in the TALL stack, along with NGINX for deployment 

and Redis, has significantly contributed to the modernization and enhancement of the UPLB 

VSMS. Leveraging these technologies has improved development efficiency, performance, 

security, and user experience, positioning VSMS as a cutting-edge solution for streamlined 

vehicle sticker management. Implementing these tools has brought notable improvements to 

the UPLB VSMS. 

 

Streamlining Processes Enhances Turnaround Time for Sticker Issuance 

Eliminating external applications like Google Drive for requirement uploads, email for 

confirming payments, and Google Forms for pre-registration significantly sped up the process 

from application submission to the issuance of vehicle stickers. By incorporating these 

functionalities directly into the UPLB VSMS, users no longer need to use multiple platforms, 

thereby streamlining the entire process from start to finish. 

Incorporating the upload of requirements, payment verification, and registration 

processes into the VSMS made the user experience more straightforward by removing 

unnecessary steps and potential delays and allowing for a more seamless sticker application 

and payment confirmation within the same system.  

Additionally, centralizing these operations within the VSMS significantly improved data 

security and confidentiality by reducing the need to transfer sensitive information across 

different platforms. Keeping all sensitive data within a single, secure system lessened the 

chances of data breaches or leaks from third-party applications, ensuring adherence to privacy 

regulations and increasing user confidence. 
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The data captured from the VSMS offers insights into the average processing times 

within a given system. Firstly, the average approval time of the sticker application is reported 

at 1,075.39 minutes, delineating the typical duration for approval processes to reach 

completion. Subsequently, the average time for payment verification is documented as 

2,650.73 minutes, signifying the average period necessary for payment verification 

procedures. Furthermore, the average release time is indicated to be 3.53 minutes, 

representing the standard duration for the stickers to be released. Overall, the average 

turnaround time, computed as the aggregate of the average approval time, average payment 

verification time, and average releasing time, totals 3,729.6628 minutes. This equates to 

approximately 2 days, 14 hours, and 9 minutes, providing a comprehensive overview of the 

typical time frame required for the entire process, from approval to payment verification to 

releasing the vehicle sticker. 

In summary, by discarding third-party applications and directly embedding streamlined 

processes within the VSMS, a notable decrease in the time required for issuing stickers was 

achieved. This approach made the system more efficient and secure and enhanced the user 

experience, supporting the modernization and service improvement goals within the UPLB 

campus community. 
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Chapter VI 
 

CONCLUSION 
 
 

In conclusion, the redesign and upgrade of the UPLB Vehicle Sticker Application 

embody a significant leap toward enhancing the UPLB community's operational efficiency and 

security. This project addresses the current system's immediate inadequacies—such as 

outdated technology and user-unfriendly processes. It sets a foundation for sustainable, user-

centric development by incorporating the co-creation process model. By actively involving 

stakeholders in the development process, the project ensures that the system truly meets the 

needs and expectations of its users, fostering a sense of ownership and acceptance among 

them. Additionally, the Technology Acceptance Model (TAM) is crucial in guiding the design 

and implementation phases to enhance the system's usability and perceived usefulness, 

thereby increasing the likelihood of its adoption among users. Integrating advanced 

technologies and frameworks, like Laravel and FilamentPHP, promises a secure and efficient 

system and exemplifies the practical application of MIS theories to solve real-world problems. 

Ultimately, this initiative is anticipated to significantly improve vehicle management and 

security within the UPLB campus, creating a more seamless and secure environment for all 

its constituents.
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Chapter VII 
 

FUTURE WORK 
 
 

In the dynamic landscape of modern software development, the pursuit of efficiency, 

scalability, and user-centric design is paramount. Within this context, the University of the 

Philippines Los Baños (UPLB) Vehicle Sticker Management System (VSMS) is pivotal in 

facilitating seamless vehicular access and management within its premises. However, the 

VSMS can still be improved by following recommendations proposed for its refinement: 

 

Implementation of Microservices Architecture 

The VSMS comprises three significant modules: Authorization, Approval and Issuance, 

and Payment. Adopting a microservices framework can significantly improve the system's 

modularity and scalability. The system can achieve greater flexibility and efficiency by 

breaking down these modules into separate services, such as Authorization and 

Authentication Service, Sticker Processing Service, and Payment Service. Additionally, 

integrating a mail service into each module would facilitate seamless email notifications and 

address a crucial communication aspect of the VSMS. 

 

Real-Time Verification of Payment 

Currently, payment verification relies solely on manual processes, leading to delays in 

application processing. A real-time verification mechanism within the VSMS must be 

implemented to overcome this challenge. By integrating with payment gateways or financial 

institutions, the system can automatically verify payments as they are made. This would 

expedite the application process and reduce reliance on manual verification, improving overall 

efficiency and user satisfaction. 
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Incorporation of AI Image Processing 

Document verification is a critical aspect of the VSMS, but it often involves manual 

review and validation, which can be time-consuming and prone to errors. Incorporating AI 

image processing technology is an excellent addition to addressing this issue. By leveraging 

AI algorithms, the VSMS can automatically recognize and verify uploaded documents, such 

as driver's licenses or vehicle registration certificates. This automated verification process 

would streamline application processing, reduce manual intervention, and enhance accuracy. 

 

These recommendations aim to introduce innovative solutions to enhance the 

performance and effectiveness of the UPLB Vehicle Sticker Management System. By 

implementing these enhancements, the application can optimize the system's functionality, 

improve efficiency, and ultimately enhance the overall user experience for stakeholders 

involved in the VSMS. 
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APPENDICES 
 

A. Appendix A: Deliverables and Milestones 

 
1. Activity Chart 
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2. Prototype 

  

Figure 1: UPLB VSMS Login Page (wireframe) 

 

Figure 2: UPLB VSMS Account Registration Page (wireframe) 
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Figure 3: UPLB VSMS Applicant’s Dashboard 

 

Figure 4: UPLB VSMS Applicants List of Registered Vehicles 
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3. Report of result for User Testing and Assessment Plan 

 

Figure 5: SUS Survey Result 

4. Suggestions for revisions of the prototype for the next version 
 
 The University of the Philippines Los Baños (UPLB) Vehicle Sticker 

Management System (VSMS) uses a Panel Roles plugin. This plugin allows or restricts 

users from accessing a specific panel based on their role. However, the current setup 

embeds roles in the code for each panel, which would create challenges in the future 

if a Single Sign-On (SSO) needs to add another role. A configurable module could be 

added to eliminate this problem. This module could include a configuration that lists all 

the available panels and sets the user role that can access them.  

 

Additionally, it is best to access the application using Google Chrome or Mozilla 

Firefox. During implementation, some applicants encountered bugs while using Safari 

and Brave browsers. 

 

B. Budget 

 NONE 
 
 
 
 
 
 
 
 
 
 
C. Qualifications 
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D. Contributors/Collaborators 

 NONE 
 
 
 
 
 
 
 
 
 
E. Resources 
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1. Complete Program Listing 

Github link: https://github.com/aamoldez/VSMS_UPLB 

Software requirements: PHP v8.1+, Composer, DBMS (MySQL or PostgreSQL), and 

Nodejs v.20+ 

Installation Steps: 

a. Clone repository (This is a private repo; request to owner is needed) 

b. Access the cloned repository using the terminal inside the folder run: 

cp .env.example .env 

This command will copy the example env file and open it in the code editor to 

change the env credentials. Inside the .env file, update the database 

credentials and the app URL. 

c. Save and run composer install in the terminal. This will install all the 

dependencies the application requires. After this run php artisan key: 

generate to create a unique key for the application 

d. Next, run npm install to install all nodejs packages need in the frontend 

e. When all dependencies are installed, run php artisan migrate:fresh –seed 

to migrate the database tables 

f. Lastly, run php artisan shield:install –fresh. This will install and create roles 

and permissions needed by the application. Follow the instructions to 

complete the process 

g. Open the assigned URL to check the application. 

 

 

 

 

 

 

https://github.com/aamoldez/VSMS_UPLB
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The application uses Google Oauth, Gmail SMTP, Redis, and Cloudflare’s turnstile. 

Open the .env file and look for the following lines: 

ENV config to sign in via Google email:  

GOOGLE_CLIENT_ID= 
GOOGLE_CLIENT_SECRET= 
GOOGLE_REDIRECT_URI= 

  

 For sending emails: 

 MAIL_MAILER=smtp 
MAIL_HOST=smtp.gmail.com 
MAIL_PORT=465 
MAIL_USERNAME= 
MAIL_PASSWORD= 
MAIL_ENCRYPTION=tls 
MAIL_FROM_ADDRESS="" 
MAIL_FROM_NAME="${APP_NAME}" 

  

Redis config for session handling:  

 REDIS_HOST= 
REDIS_USERNAME= 
REDIS_PASSWORD= 
REDIS_PORT= 
 
Cloudflare Turnstile for anti-bot 
 
TURNSTILE_SITE_KEY= 
TURNSTILE_SECRET_KEY= 
 

2. Technical reference 

Final system specifications 

Hardware:  Memory (RAM): 4GB 

  Storage: 100GB 

  Cores: 4 

Operating system: Ubuntu 22.04.4 LTS 

Programming Language: PHP v8.1 (FilamentPHP v.3.2+) 

Server applications used: Nginx (Webserver) 
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Maintenance plan for the UPLB Vehicle Sticker Management System 

1. Regular Software Updates 

The application uses Composer package manager, which updates the 

system dependencies. To execute a software update, fix bugs, or add a feature, 

the process undergoes a CI/CD pipeline to ensure seamless updates or 

upgrades. 

 

2. Database and Program Files Backup 

 The application's hosting provider, the UPLB DIC, has a daily database 

and program file maintenance backup mechanism. Optimization and integrity 

checks are also performed to ensure data reliability and availability. 

3. System Monitoring 

The hosting provider uses Zabbix to monitor the application's uptime, 

usage, storage, and access. Zabbix is software that monitors numerous 

network parameters and the health and integrity of servers, virtual machines, 

applications, services, databases, websites, the cloud, and more. 

3. User manuals 

Registering a Vehicle and Applying for a UPLB Sticker 

URL: Registering a Vehicle and Applying for a UPLB Sticker.pdf 

How to pay for UPLB Sticker and upload the proof of payment 

URL: How to pay for UPLB Sticker and upload the proof of payment.pdf 

How to Create an Appointment for Sticker Issuance in VSMS Application 

URL: How to Create an Appointment for Sticker Collection in UVISS Application.pdf 

 

 

 

 

https://drive.google.com/file/d/1CooJ4rHG3YTCrgIp0aqRVmlBfHd0qEjw/view?usp=sharing
https://drive.google.com/file/d/1h3Rt6f0IZTWNnv2s2qUTU9-4xstBaFDl/view?usp=sharing
https://drive.google.com/file/d/1bLFCSYduEHPiqMX08jSna6fps-imOAMe/view?usp=sharing
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4. Appendix B: Tables and figures 

 

Figure 6-A:  Old Vehicle Sticker Application System FC 
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Figure 6-B: UPLB VSMS Flowchart 
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Figure 7: ZAP Scanning Report 

  
 

Figure 8: Trello Board 
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Figure 9: Appointment Information 
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Figure 10: CI/CD Pipeline Configuration 

 
Figure 11: Server Utilization from Zabbix 




